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NAMATKA AN OBYYAIOLLUXCA OB MHO®OPMALIMOHHOW BE3ONACHOCTU OETEN

HENb3A

Bcem nogpsa cooblatb CBOK YaCTHYHO MHOpMauuio (HacToswwme uvs, damunuio, TenedoH, agpec, Homep
LUKOSbI, @ Takxke poTorpacum cBon, CBOeN cembi 1 apy3sen);

OTKpbIBaTb BNOXEHHbIE (halrbl ANEKTPOHHOM NOYThI, KOrAa He 3Haellb OTNpaBuUTENs;

[pybuTb, NpuanpaThCs, OKa3bliBaTb AaBlieHUE - BECTU Cebs HEBEXIMBO U arpeCcCUBHO;

He pacnopsikancsa aeHbramu TBoen cemMbm 6€3 paspeLleHns cTapLumnx - Bcerga cnpailunsam pogutenei;

He BCTpe‘-IaI;ICFl Cc MHTepHeT-3HaKOMbIMM B peaanoﬁ XU3HW - I'IOCOBeTyﬂCﬂ CO B3pPOCIibiM, KOTOPOMY OoBepsAeLlb.

OCTOPOXHO

He Bce nuwyt npasay. Yutaews o cebe HenpaBay B VIHTepHeTe - coobuim 06 3TOM CBOMM poauUTENSM Unu
OneKyHaMm;

MpurnawatoT nepenucbiBaTbCs, UrpaTb, 0OMEHMBATLCS - MPOBEPb, HET N NOABOXA;

HesakoHHOe konvpoBaHue (hainos B MIHTEpHeTe - BOPOBCTBO;

Bcerga pacckasbiBai B3pocrnbiM 0 MpobrieMax B CETU - OHW BCeraa nomoryT;

Vcnonb3yn HacTpokn 6e30nacHOCTU 1 MPUBATHOCTM, YTOObI HE MOTEPSATb CBOM aKKayHTbl B COLICETAX U APYrMX

nopTanax.

MOXHO

YBaxawn apyrux nonb3oBartenem;

Monbayelwbca VIHTEepPHET-UCTOYHMKOM - Aenan CCbIfKy Ha Hero;

OTKpbIBan TOMbKO T€ CChIfKKU, B KOTOPbIX YBEPEH;

O6LLaTbCs 3a NOMOLLBK B3POCHbIM - POAMTENU, ONEKYHbI U aAMUHUCTPaLMA CalToOB BCeraa noMoryT;

Mponan obyyeHune Ha carite "CeTeBM4OK" M NOMyYn NacnopT LUMpPoBOro rpaxaaHuHal

MHPOPMALIMOHHAA NAMATKA A1 OBYYAIOLLUXCA

C kaxgpIM rogoM MOogexu B MHTEPHETE CTaHOBUTbLCA oornblue, a LUKOMbHUKK OOHN N3 CaMblX aKTUBHbIX
none3oBarenen PyHeTa. Me>|<,1:|,y TéM, NMOMMMO OrpoMHOro KornuM4yectsBa BO3MOXHOCTEWN, MHTEPHET HeceT U

ﬂpO6J'IEMbI. OTa namsiTka gormkHa nomoyb Tebe 6e3onacHo HaXO4UTLCA B CETU.

KomnbloTepHble BUpPYChI



KOMHbI‘OTeprIIZ BMpPYyC - 3TO Pa3HOBMAHOCTb KOMIMbHOTEPHbLIX NpOorpamMmm, OTNNYUTENBHON OCODEHHOCTLIO
KOTOpOﬁ SIBNAETCS CNnocobHOCTb K Pa3MHOXXEHUIO. B pononHeHve k 9TOMY, BUPYCbl MOryT noBpeaunTtb Unu
MOJNTHOCTbIO YHUYTOXUTb BCE (*)alz.l'lbl 1 OaHHble, NOAKOHTPOJIbHbIE MOoJib3oBaTeso, OT MMEHU KOTOPOro Obina
3anylieHa 3apaxeHHada nporpaMmma, a Takke noepeuTtb Unn gaxe YHUHTOXUTb onepaunoHHYH CUCTEMY CO

BCEMU (*)aI;IJ'IaMM B Lienom. B GonblunHCTBE Crny4aeB pacnpoCTpaHAKTCA BUPYChbl Yepe3 NHTEPHET.

MeToabl 3aWmThl OT BP€AOHOCHbLIX NPOrpaMmm:

Vcnonb3yn coBpeMeHHble onepaLnoHHbIe CUCTEMbI, UMEILLNE CePbe3HbIN YPOBEHb 3aLLMTbl OT BPEAOHOCHbIX
nporpamMmm;

MocTosHHO ycTaHaBnmBam natym (LudpoBble 3annaTky, KOTOpPble aBTOMATUYECKN YCTaHABNMBAKOTCS C LENblo
JopaboTku nporpammbl) U Apyrine OOHOBMEHWS CBOEW OnepauMoHHOM cucTembl. CkaumBal MX TOMbKO C
odhmumansHoro carta paspabotyumka OC. Ecnv cylecTByeT pexym aBToOMaTtu4eckoro o6HOBNEHNS, BKIHOYM €ro;
PaboTtan Ha cBoeM KOMMbKOTEpPe MO4 MpaBamMu MOMb30BaTesNs, a He agMuHUCTpaTopa. OTO He MNOo3BONUT
60]'IbLIJI/IHCTBy BpeaOHOCHbIX NMporpamMmm UHCTannmMpoBaTbCA Ha TBOEM NepCcoHaribHOM KOMMbIOTEPE;

|/|CI'IOJ'Ib3yI7I aHTUBUPYCHble NporpaMmMHble NpPOAYKTbl WU3BECTHbIX npom3Bo,q|/|Tene|7|, C aBTOMaTU4eCKUMm
o6HoBNeHveM 6as;

OrpaHnyb hu3nyeckuii 4OCTYN K KOMMbIOTEPY A/151 MTOCTOPOHHUX KL;

Mcnonb3yn BHeLWHWE HOcuUTenu MHpopMaumn, Takue Kak rnelika, ANCK Ui ann M3 MHTepHeTa, TOMbKO u3
NpPOBEPEHHbIX UCTOYHUKOB;

He oTkpbiBan KOMMNbIOTEPHbIE (hairbl, NONyYeHHbIe U3 HEeHaOEeXHbIX UCTOYHMKOB. [axe Te hairnbl, KOTopble

npuvcran TBOWM 3HAKOMbIW. Jly4lle yTOYHM Y HEro, OTNPaBMAN N OH Tebe nX.

Cetn Wi-Fi

Wi-Fi - 3TO He BuAg nepedavn OaHHbIX, He TEeXHONOorusl, a Bcero nuwb OpeHa, mapka. Ewe B 1991 roagy
HuaepnaHackas KoMmnaHus 3aperucTpupoBana 6peng "WECA", yto obosHavano crnoBocodeTaHue "Wireless

Fidelity", koTopbI nepeBoAnTCS Kak "0ecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu fowrna papyras abOpeBuatypa, KoTopasi SBMSETCA TaKOW >Xe TexHosorumen. ITo
abbpeuaTypa "Wi-Fi". Takoe Ha3BaHMe ObINIO AaHO C HAMEKOM Ha CTaHOapT BbiCLUEN 3BYKOBOW TexHUKN Hi-Fi,

4YTO B NepeBoe 03Ha4aeT "BblicOKasd TOYHOCTL".

,D,a, GecnnaTHbIN MHTEPHeT-O40CTyn B Kacbe, oTeNAX N a3ponopTtax ABNAEeTCA OTIIMYHOWN BO3MOXXHOCTbIO BbIXo4a

B NHTEPHEeT. Ho mHorve JKCNnepTbl CYUTAKT, 4YTO O6LIJ,eJJ,OCTyI'IHbIe Wi-Fi ceTu He siBnsitoTc 6e3onacHbIMU.

CoBeTbl no 6e3onacHocTU paboTkl B 06wwenocTynHbix cetax Wi-Fi:
He nepepaan cBoto nuyHyto nHdopmauuto Yyepes obenoctynHole Wi-Fi cetn. PaboTas B HUX, xxenatenbHo He

BBOOUTb Naposii AOCTyna, JTOrnMHbl 1 Kakne-To HoMepa,



VMcnonb3yn 1 o6HOBNAN aHTMBUPYCHbIE NporpamMmbl U BpaHamayep. Tem cambiM Tbl 06e3onacub cebs ot
3aKayku BMpyca Ha TBOE YCTPOMUCTBO;

Mpun ncnonb3osanun Wi-Fi oTknoum cyHkumio "OBwuin goctyn kK dannam u npuHtepam”. OaHHas yHKuma
3aKpbiTa N0 YMOMYaHUO, OOQHAKO HEKOTOpble MoNib30BaTeny akTMBMPYIOT ee Ang yaobcTBa MCnofb3oBaHus B
paboTe nnu y4ebe;

He ncnonb3yn nybnuynein WI-FI ona nepegayun nuuHbIX AaHHBIX, HANpUMep ANs BbiIXo4a B couumaribHble CeTu
UMW B 3NIEKTPOHHYIO MOYTY;

Vcnonb3yn Tonbko 3awueHHoe coeaunHeHne Yyeped HTTPS, a He HTTP, 1.e. npu Habope Be6-agpeca BBoaU
nmeHHo "https://";

B MoGunbHoM TenedoHe oTkmoum yHkumo "TlogknoveHne k Wi-Fi aBTomatuuecku". He pgonyckaw

aBTOMATUYECKOro NoAakmtoYveHus yctporncTaa k cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble ceTu

COLlI/IaJ'IbeIe CeTn akKTUBHO BXOOAT B Hally XXW3Hb, MHOrune nwoan pa60Ta+0T N XWUBYT TaM NOCTOAHHO, a B
Facebook yxxe 3apernctpupoBaH MunnMapa 4YesnoBek, YTO ABMSeTCA O4HON CeAbMOWM BCEX XUTernen nnaHeThbl.
MHorune nonb3oBaTeny He MOHMMALOT, YTO MHAOPMaLWS, pa3MeLLeHHas MU B COLMarbHbIX CETAX, MOXET ObiTb

HavaeHa 1 Ucnosnb3oBaHa Kem yrogHo, B TOM 4ucne He ob6sa3aTensHo ¢ 6narumm HamMepeHUaAMN.

OcHoBHbIe coBeTbl MO 6€30NacHOCTU B coLMarnbHbIX CETAX:

OrpaHuyb cnvcok apy3eit. Y Tebs B Apy3bsix HE AOIMKHO ObITb CrydaliHbIX M HE3HAKOMbIX Noaew;

3awmar CBOK YacTHYH0 Xu3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro POXAEHUSI U APYryto
MWYHY0 MHOPMaLMIO. 3MOYMbILLNEHHUKN MOTYT MCMOMb30BaTb Aaxe MHGOpPMauuMio O TOM, Kak Tbl U TBOM
poauTenu NnaHupyeTe NPOBECTU KaHWKYMbI;

3awmian cBol penyTauuio - OepXU ee B YACToTe U 3afaBan cebe Bompoc: xoTen Obl Thl, YTOObLI Apyrve
nornb3oBaTeny BUAENW, YTO Thbl 3arpyxaewb? [logyman, npexae 4YeM 4To-TO OnybrukoBaTtb, HanucaTb U
3arpyauTb;

Ecnu Tbl roBopullb C M0AbMU, KOTOPbIX HE 3Haellb, HE UCMOIb3yl CBOE pearnibHoe UMS U OPYryo NUYHYO
MHpopMaLMK: UMSI, MECTO XUTENbCTBA, MECTO y4ebbl 1 Npoyee;

M3beran pasmelleHus dotorpacuii B NIHTepHeTe, rae Tbl M300paXkeH Ha MECTHOCTM, MO KOTOPON MOXHO
onpefenuTb TBOE MECTOMONOXEHUE;

Mpu pernctpaumm B coumanbHON ceTu HeOOXOAMMO MCMOMb30BaTh CIIOXHbIE MApONK, COCTosime U3 OyKkB 1
UMdp U C KONMYECTBOM 3HAKOB He MeHee 8;

[nsa coumanbHOM ceTu, NoYTbl 1 APYrnx CanToB HEOOXOAMMO UCMONb30BaTh pasHble naponu. Toraa ecnu Tebs

B3J1OMakoT, TO 3JI0YMbILUNEHHUKNX nonydaT AOCTYN TOJIbKO K OAHOMY MEeCTY, a HE BO BCe Cpagy.



aﬂeKTpOHHble A€Hbrn

SﬂeKTpOH Hble eHbI' - 3TO O4YEeHb yﬂ,06HbIIZ cnocob nnartexeu, ogHako CyLeCTBYOT MOLUEHHUKWN, KOTOPbIE XOTAT

nony4nTb 3TN OEHbLIN.

aﬂeKTpOHHbIe OeHbrn noABUIINCbL coBCeM HeaaBHO N MMEHHO M13-3a 3TOro BO MHOIMMX rocygapcreax 4o CUX nop

He NMponmncaHo Npo HMUX B 3aKOHax.

B Poccum e oHn (*)yHKLLI/IOHI/IpleT N O HUX yXKe NponncaHo B 3aKOHe, rae Ux pas3gendaroT Ha HeCKOSbKO BMUAOB -
@HOHMMHbIE U HE aHOHUMHbIE. PasHuUa B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX pa3peLllaeTca npoBoAUTb
onepauunn be3 MJJ,eHTM(*)MKaLLI/II/I nonb3oBaTtenid, a B HeaHOHUMHbIX M,EleHTVId)MKaLIMﬂ nonb3oBaTensd ABNAEeTCA

obs3aTensHoMn.

Takxe crnenyeTt pasnumdaTtb  3NEeKTPOHHbIe q.)MaTHbIe AeHbrn (paBHbI rocygapCTtBeHHbIM Ba.ﬂlOTaM) n

3MEKTPOHHbIE HedmaTHbIe AeHbI (He paBHbl FOCYAAPCTBEHHbIM BanoTam).

OcHOBHbIe cOBeTbl N0 6e3o0nMacHoON paboTe C 3NeKTPOHHbIMU AeHbraMu:

MpuBSHKU K cHETY MOBUMBbHBIV TeNedoH. 3TO camblivi yA0OHbIN 1 BbICTPLIV CNOCO6 BOCCTAHOBUTL OOCTYN K CHETY.
MpuBA3aHHbIN TenedoH MOMOXET, ecnu 3abydelb CBOW NMaTeXHbIA Mapofb WM 3andellb Ha CalT C
HEe3HaKOMOro yCTPOWCTBa;

Vcnonb3yn ogHopasosble naponu. [ocne nepexofa Ha ycuneHHyto aBTopusaunio Tebe yxe He OyaeT yrpoxatb
0OMacHOCTb KpaXu unv nepexeaTa nnaTexHoro napons;

Bbibepu cnoxHbln naporsb. MNpecTtynHukam 6ygoeT He NPOCTO yragaTtb CIOXHbIA Naposb. HagexHblie naponu -
3TO Naponu, KoTopble cogepXaT He MeHee 8 3HAaKOB W BKIYaloT B cebs CTPOYHbIE M NPONUCHBbIE BYKBbI, LIMAPbI
N HECKOJIbKO CMMBOJIOB, Takue Kak 3HaK gonnapa, gyHTa, BOCKnMUaTenbHbIn 3HaK 1 T.n. Hanpumep, $tRONg!;;

He BBOAM CBOM NUYHbIE AA@HHbIE HA calTax, KOTOPbIM He JOBepsieLlb.

OneKTpoHHas noyra

OneKTpoHHas noyta - 3TO TEeXHOMorMs W npefoCcTaBrsieMble €K YCryrM MO MNepechiike K MONyyYeHUo
3NEKTPOHHbIX COOOLLEHWI, KOTOPbIE pacnpeaensaTcs B KOMMNbIOTEPHONM ceTu. OBbIYHO 3NIEKTPOHHBIN MOYTOBbIN
ALUMK BbIMMAAWT Criefyolwmm obpasom: Ms_nonb3oBatens@ums_aoMeHa. Takke kpoMe nepenaym npocToro

TeKCTa, nMeeTCd BO3MOXHOCTb nepeaaBsaTb (baﬁﬂbl.

OcHOBHbIe cOoBeTbl N0 6e3onacHoO paboTe C 3NIeKTPOHHOW NOYTOW:

Hapo BbIGpaTh NpaBuUsbHbIA NMOYTOBLIA CEPBUC. B MHTEpHETE eCTb OrpPOMHBIN BbIGOpP GecnnaTHbIX MOYTOBbIX
CepBUCOB, OAHAKO NyYlle A0BEepsiTb TEM, KOTO 3HaeLlb U KTO NEPBbIA B PEATUHTE;

He ykasbiBall B NMMYHON MoYTE NUYHYK MHOpMaumio. Hanpumep, nydwe BbibpaTh "My3blkanbHbin_daHaT@"

unu "pok2013" BmecTo "Temal3";



Vcnonb3yn OByxaTanHylo aBTopm3auuo. ATO Korda NoMMMO Mapofis HYXHO BBOAWUTb KO, MpUCHINaeMbl Mo
SMS;

Bbibepu cnoxHbli naponb. [Ans Kaxgoro nodToBOro dAluka OOSMKEH ObiTb CBOW HaAEXHbIW, YCTOMYMBBIA K
B3IOMY Naporb;

Ecnun ecTb BO3MOXHOCTb HanncaTb CaMOMy CBOW MMYHbIV BOMNPOC, UCMOSb3Y 3Ty BO3MOXHOCTb;

Mcnonb3yn HeCKONbKO MOYTOBbIX AWMKOB. [MepBbIM ANs YacTHOM Mepenucky ¢ agpecatamu, KOTOPbIM Thbl
JoBepsiellb. OTO ANEKTPOHHbIV aapec He Hago MCMONb30BaTh NPY perncTpaumm Ha chopymax u canrax;

He oTkpbiBai dhannbl v gpyrve BNOXeHUs B NMUCbMaXx, Aaxe eCriv OHW NPULLN OT TBOUX Apy3en. Jlydlue yTouHn
Y HUX, OTNPaBNsANM fim oHM Tebe 3T dawnbl;

Mocne okoH4YaHust paboTbl Ha MOYTOBOM CepBUCE Nepen 3aKkpbITUEM BKMNAOKW C caiToM He 3abyab HaxaTb Ha

"Bbitn".

Kn6epOynnuHr unu BupTyanbHoe usgeBaresib.CTBO

KnbepbynnuHr - npecnegoBaHne COOBLLEHUAMK, COOEPXKALLMMMK OCKOPOneHusl, arpeccuio, 3anyruBaHue;

XyJIMraHCTBO; coumanbHoe BGOMKOTMPOBaHME C NMOMOLLBIO Pa3fNYHbIX MHTEPHET-CEPBICOB.

OcHOBHbIe coBeTbl N0 6opb6e ¢ KMGepOyNNMHIrom:

He ©Gpocaiics B 6oi. Jlydywunn cnocob: nocoBeToBaTbCs Kak ceba BECTU W, €CrM HET TOro, K KOMY MOXHO
06paTUTbCs, TO BHayane YCrnoKouTbCs. Ecru Tbl HayHelwb OTBeYaTb OCKOPONeHWsMW Ha OcKopOneHus, To
TOMbKO elLle B6orblLue pasoxKellb KOH(IVKT;

YnpaBnsn cBoen kubeppenytaunen;

AHOHUMHOCTb B ceTM MHUMasi. CyLLeCTBYIOT CNocobbl BbISICHWUTb, KTO CTOUT 3@ aHOHVMHbBIM akKayHTOM;

He cTtout BECTU XynuraHckuii o6pas BUpTyarnbHOM Xn3Hn. IHTepHeT domKcnpyeT BCe TBOM AENCTBUS U COXPaHSAET
nx. Yoanutb nx 0yaeT KkpanHe 3aTpygHUTENBHO;

Cobntogai cBoK BUPTYarbHYH YeCTb CMomoay;

MrHopvpyi eguHndHbIN HeraTne. OgHOpPa3oBble OCKOpPOUTENbHbIE COOBLLEHMS ny4lle urHopupoBaTb. OBbIYHO
arpeccusi npekpaLlaeTcs Ha HayanbHOW cTaguu;

BaH arpeccopa. B nporpaMmmax o6MeHa MrHOBEHHbIMU COOBLLEHVSMI, B COLIMATbHBIX CETSX €CTb BO3MOXHOCTb
GrOKMPOBKYM OTNPaBKM COOOLLLEHNI C onpeaeneHHbIX aapecos;

Ecnu Tbl cBMaeTenb knbepbynnuHra. TBov OeVCTBMS: BbICTYNUTL NPOTMB MpecrnefoBaTensi, nokasaTe emy, YTo
€ro [OencTBMsS OLEHUBAKOTCS HeraTuBHO, MOAAEepXaTb XXepTBY, KOTOPOW HYXHa Mcuxonorndeckasi NoMollb,

COO6LLI,VITI:> B3POCIIbIM O CbaKTe arpecCmBHOro noBeaeHus B CeTw.

MoOunbHbIN TenedoH



COBpeMeHHbIe CMapT(*)OHI:I M nNnaHweTbl coaepxxat B cebe BnonHe B3pOCJ'IbIl7I (byHKLWIOHaJ'I, nrTenepb OHN MOTyT
KOHKypupoBaTb CO CTaluMOHAPHbLIMW KOMMNbOTEPAMMN. OpHako, cpeacTs 3alnTbl AnNA noAo0HbIX yCTpOVICTB noka
O4YeHb maro. TeCTMpOBaHI/Ie 1 NMOUCK yﬂ3BVIMOCTeVI B HMUX NPOUCXOAUT HE TaK MHTEHCUBHO, KaK AnA MK, To xe

camoe KacaeTcsi U MOBUIbHbIX NPUNOXEHNN.

COBpeMeHHbIe MOOUIbHbIE 6pay3epb| YXKe npakTU4eCcKn gorHann HacToJibHble aHanorn, ogHako paclinpeHue

(*)yHKLIMOHaJ'Ia BIeyeT 3a cobon 6OJ'IbIJJyl0 CNOXHOCTb 1 MEHbLUYH 3allNLLEHHOCTb.

[aneko He Bce npoussoaunTesn BbiMyCKakT obHOoBNEHKS, 3aKpbliBakwLWme KpUutnyeckmne ya3sBMmMmoCcTu ana cBoux

YCTPOWUCTB.
OcHoBHble coBeTbl AfA 6e3onacHOCTU MObUnbLHoro TenedoHa:

Huyero He sBnsetcs no-HacTosiwieMy GecnnaTHbiM. Byab ocTopoxeH, Bedb korga Tebe npennaratoT

©ecnnaTHbI KOHTEHT, B HEM MOTYT BbITb CKPbITbl Kakvue-TO nnaTHbIe YCryriu;

Oyman, npexage Yyem otnpasntb SMS, poTo nnm BUAEO. Thl TOYHO 3HAELLb, rAe OHM OyayT B KOHEYHOM MTOre?
Heobxoanmo 06HOBNSATH ONEPaLMOHHY CUCTEMY TBOErO CMapToHa;

Vcnonb3yn aHTUBMPYCHbIE MPOrpamMMbl 455t MOOUbHBLIX TENEOHOB;

He 3arpyxail NpunoxeHWss OT HEWU3BECTHOrO WCTOYHMKA, BEAb OHU MOTYT coAepXaTb BpesoHOCHOe

nporpaMMHoe obecneyeHue;

Mocne Toro kak Thl BbIAELLb C caliTa, rae BBOAWM NNYHYO MHAOPMaLMio, 3aiam B HACTPONKM Opay3epa v yaanu

cookies;
Mepvioanyeckn NpoBepsiN, Kakvne nraTHble YCryrn akTMBMPOBaHbI HA TBOEM HOMEPE;
[asaii cBo HOMep MOBUILHOro TenedoHa TONbKO JOAAM, KOTOPbIX Thl 3HAELb U KOMY LOBEPSELLb;

Bluetooth gomkeH ObITb BbIKMHOYEH, KOr4a Tbl MM He Nosb3yelubesi. He 3abbiBan MHOrAa NpoBepsiTb 3TO.

Online urpsbl

CoBpeMeHHbIe OHMaMH-Urpbl - 3TO KpacoyHble, 3axBaTbiBalOLWME pa3BrevyeHus, 0OGbedUHSAIOLLME COTHU ThiCsSY
YerioBek Mo Bcemy Mupy. Vrpoku nccrnemytoT faHHbIi UM MUp, O6LLAKTCS APYr C APYroM, BbIMOMHSIIOT 3a4aHus,
cpaXkatoTcsl C MOHCTpaMu M MonyyaloT OonbiT. 3a yAOBOMbCTBME OHWU MIATSAT: MOKYMalT AWCK, OnnavyvBaroT

aboHeMeHT mnu an|06peTa+0T Kakme-T1o onuunun.

Bce atn cpeancTtBa naoyT Ha nogaepXxXaHune n pa3Butne Urpbl, a Takke Ha camy 6e3onacHoCThb: COBEPLUEHCTBYHOTCA
CuCTeMbl aBTOpu3auun, BbIMYCKAKTCA HOBbIE MaTyn (LWI(prBbIe 3annaTtkm Aansd FIpOFpaMM), 3aKpbIBakOTCA

ySI3BUMOCTV CEPBEpOB.
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B nogo6GHbIx nrpax Ctout onacaTtbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXXun TBOEero naposid, Ha KOTOpoM

OCHOBaHa cuctema aBTopu3aunn 6onbLlIMHCTBA urp.

OcHOBHble coBeTbl N0 6e30MacHOCTU TBOEro UrPOBOro akKayHTa:

Ecnu gpyron nrpok BegeT cebsi nnoxo unm cosgaet Tebe HeNnpUATHOCTK, 3abIOKMPYI ero B CNINCKE UrPOKOB;
Moxanyncsa agMUHUCTpaTopam Urpbl Ha NIOXoe NoBedeHue 3TOro Urpoka, XenaTerbHO NPUNoOXUTb Kakue-To
[JoKasaTenbCcTBa B BUAE CKPUHOB;

He ykasbiBan nnmyHyo nHgopmauuo B npodansie urpbl;

YBaxawn Apyrnx y4acTHUKOB MO Urpe;

He yctaHaBnueam HeodmumarnbHble naTtin n Moabl;

Mcnonb3yn CrioxHble U pasHble naponu;

[axe Bo BpeMsA Urpbl He CTOUT OTKJIKO4YaTb aHTUBUPYC. Moka Tbl urpaeulb, TBOM KOMMbKTEP MOryT 3apa3unTb.

PULWMHT unun KpaXa NIMYHbIX AaHHbIX

O6bIyHOM Kpa»(e|7| OeHer n JOKYMEeHTOB CerogHsA y>ke HMKOro He yanBuilb, HO C pa3BUtTnem VIHTepHeT-TeXHOJ'IOFI/IIZ

310YMbILLIIEHHUKM NEPEMECTUUCH B UHTEPHET, M NPOSOIIKAOT 3aHUMaTbCs "MiobrMbIM" genom.

Tak nosiBUNacb HoBas yrposa: WHTEPHET-MOLUEHHUYEeCTBa Mnu OULLKHE, rNaBHasi Lenb KOTOPOro COCTOWT B
nony4yeHun KoHaeHLManbHbIX JaHHbIX NOSib30BaTernen - NorMHoB 1 naporien. Ha aHrnuiickom a3beike phishing

yutaetcs Kak pumwmHr (ot fishing - ppibHasa nosns, password - napornb).

OcHOBHbIe coBeTbl N0 6opb6e ¢ PpULIMHIrom:

Cnegn 3a cBouMM akkayHTOM. Ecnu Tbl mopospeBaelub, 4TO TBOS aHkeTa Obina B3nomaHa, To HeobxoavMmo
3abnokmMpoBaTh ee 1 CoobLLMTL agMUHUCTpaTopam pecypca 06 3TOM Kak MOXHO CKOpee;

Vcnonb3yn 6e3onacHble Be6-caliTbl, B TOM YNCNE, UHTEPHET-Mara3vHOB 1 MOVCKOBbIX CUCTEM;

Vcnonb3yn cnoxHble 1 pasHble naponu. Takum ob6pa3om, ecrnv Tebs B3NOMatoT, TO 3M0yMbILLUIIEHHVKM NOMyYaT 4OCTyn
TONbKO K OAHOMY TBOEMY MPOUII0 B CETU, @ HE KO BCEM;

Ecnu tebs Banomanu, To HeO6xoa4MMO NpeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpble fo6aBneHbl y Tebs B Apy3bsiX,
0 TOM, 4YTO TeBH B3NIOManu 1, BO3MOXHO, OT TBOEr0 MMeHU ByeT pacchbinaTbCs CraM U CChINKM Ha (PULLIMHIOBbLIE CalThl;
YcTtaHoBu HagexHbI naporb (PIN) Ha MOOUMbHBIV TenedoH;

OTkno4M coxpaHeHue napons B 6pay3epe;

He oTkpbiBan hanrnbl v gpyrue BNOXeHUs B MUCbMaX, AaXe €Crv OHWU NPULLINK OT TBOUX ApYy3en. Jlydlue yTOUHN Y HUX,

OTNpPaBnAnu N oHu Tebe 3Tn dannbl.

LudpoBas penytaumusa



LincdpoBas penyTauusi - 3TO HeraTMBHas v NO3UTUBHAsS MHopMauus B ceTv o Tebe. KomnpomeTvpytoLas
MHbopMaLMs, pa3MeLLeHHasi B UHTEPHETE, MOXET CEpbe3HbIM 06Pa3oM OTPasnUTbLCS Ha TBOEW peasibHOM XKU3HU.

"LincbpoBas penyTtauma” - 3T0 TBOM UMUAX, KOTOPbIN hopMupyeTcs 13 nHcopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XUTenbCcTBa, yyebbl, TBOE (DUHAHCOBOE MOMOXeHWe, 0COBEHHOCTM XapakTepa W pacckasbl O

OnM3KMX - BCE 3TO HaKannmBaeTcs B CETU.

MHorue NnoApPOCTKU NNErKOMbICJIIEHHO OTHOCATCA K ny6nv||<au,v|m TNIN4HOM MHCbOpMaLI,VIM B MHTepHeTe, He noHumasa
BO3MOXHbIX MOCNEACTBUI. Tbl JaXe HEe CMOXELlb JoragatbCsi O TOM, YTO (*)OTOFpa(*)MFl, pasmelleHHada 5 net

Hasaf, ctana I'IpI/I‘-II/IHOIZ OTKa3a NpUHATb Tebs Ha pa60Ty.

KommeHTapun, pasmellieHve TBoux hotorpadum u apyrne 4eNCTBrUS MOryT HE UCHE3HYTb Aaxe rnocre Toro, Kak
Tbl MX yAanuwb. Tbl He 3Haellb, KTO COXpaHWn 3Ty MHGOpMauuo, nonarna fv oHa B NMOWUCKOBbIE CUCTEMbI U
coxpaHunach N oHa, a rmaBHOe: YTO nogymaroT O Tebe oKpyXatoLime NoauW, KOTopble HAaNayT U YBUAAT 3TO.
Hantn nHcdopmaumio MHOro neT CrnycTsl CMOXET 000N - kak 13 Jobpbix NOBYXOEHWUIA, Tak U C HAMEPEHMEM

NPUYMHUTL Bped. OTO MOXET OblTb KTO YrOAHO.

OCHOBHbIe COBeTbI NO 3almTe L poBON penyTauuu:

Mogyman, npexage Yem 4To-To NybnmkoBaTh 1 NepeaaBaTth y cebs B 6rore unv B coumarnsHon ceTy;

B HacTponkax npoduns yCTaHOBM OrpaHNYeHns Ha NPOCMOTP TBOEro NPpOUIIA 1 ero COAEPXKMMOro, caenamn ero
TOnbKO "Onsa apysen”;

He pasmeLyai n He ykasbiBar MHPOPMALIMIO, KOTOpas MOXET KOro-nmbo ockopOnaTb nnm obuxaTsb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LKOMbHUKY - aKTVBHbIE NOJb30BaTENM LM POBOro NpocTpaHcTBa. OHako Aaneko He Bce 3HatoT,
YTO TONb30BaHWe MHOTMMM  BO3MOXHOCTAMM UMDPOBOTO  Mupa TpebyeT cobrntogeHnss npaB  Ha

VHTENMNeKTyarnbHyl0 COGCTBEHHOCTb.

TepMuH "MHTeNnekTyanbHash COOCTBEHHOCTb" OTHOCUTCS K pasfMYHbIM TBOPEHUSM YErIoBEYECKOro yma,
HayMHas C HOBbIX M306pEeTEHUIA 1 3HAKOB, 0603HaYaloLLMX COBCTBEHHOCTb Ha NPOAYKTLI U YCIYrU, U 3aKkaHumBasi

KHUramm, CbOTOFpaCbVIFlMVI, KVIHO(bVIJ'IbMaMVI 1 My3blKalribHbIMU NpoOun3BEeAEHNAMN.

ABTOpCKI/Ie npasa - 3TO NnpaBa Ha UHTENNEKTyalrlbHYyH COBCTBEHHOCTb Ha npounseeaeHna Hayku, nutepaTtypbl U
NCKYyCCTBa. ABTOpCKI/Ie npasa BbICTYMNMakT B Ka4eCTBe rapaHTun Toro, 4Tto VIHTeJ'IJ'IeKTyaJ'IbeIVI/TBOp‘-IeCKI/II;I TPYA
aBTopa He 6yneT HanpacHbIM, OacT emMy crnpaBennmBbie BO3MOXHOCTU 3apa60TaTb Ha pe3ynbTaTtax CBOEro
Tpyaa, nonyydyntb U3BeCTHOCTb U NMPpU3HaHUe. Hwukto 6es paspelieHna aBTopa He MOXET BOCNpon3BOoOUTb €ro
npoumseseneHune, pacrnpoCTpaHATb, I'I)/6J'WILIHO AEMOHCTpPpUpOBaTh, NpoAaBaTb, UMMNOPTMUPOBATb, MYCKaTb B NMPOKAT,

ny6r||/|\4 HO UCMOMHATL, NOKa3bIBaTb/UCMOMHATL B acbmpe nnn pasmMeliaTtb B MHTepHeTe.



Vcnonb3oBaHune "I'II/lpaTCKOFO" nporpaMmmMmHoOro obecneveHnss MoxeT npmBeCctn K MHOIrMM puckam: OT noTtepu
OaHHbIX K TBOUM akKayHTam O 6J'IOKI/IpOBKI/I TBOEero yCTpOIZCTBa, raoe yCtaHoBJieHa HerneranbHagda nporpamMmma. He

CTOMT TakXke 3abblBaTb, YTO CyLLeCTBYIOT JfierarnbHble U 6ecnnaTHble nporpamMmbl, KOTOpPbi€ MOXXHO HaWTW B CETW.



